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-Desktop:~% ssh cucumberlinux.com

scott@cucumberlinux.com:~% finger scott

Login: scott Name: Scott Court
Directory: /home/scott Shell: /bin/bash
On since Wed May 11 2016 10:00 (EST) on ttyl

Major: CSEC
Year: Third year student
Freferred Scripting Language: Bash
Preferred Programming Language: C
Hobbies:
Cucumber Linux
No need for other hobbies, this takes up all my free time




A Linux distribution built entirely from source, from scratch

» An independent distribution: it's not based on any other Linux distribution.
* Inspired by: a mixture of Slackware and Linux from Scratch.
 Architectures: 1686 and x86_64

» Package manager: pkgtools (borrowed from Slackware; uses tar archives
as packages like Pacman).

e License: MIT

» Mission: provide a Linux distribution that follows the Unix Philosophy with
a focus on simplicity, stability and security, and is usable as an every day,
general purpose operating system.



* It's functional as both a server and desktop
operating system.

« Server Operating System:

- Contains a fully functional LAMP stack as
well as SSH, mail, DNS, FTP and
Rsync servers.

- Runs the web server and mail server for
cucumberlinux.com.

- Runs the primary mirror for Cucumber Linux
(http and rsync).

» Desktop Operating System:
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WELCOME TO THE CUCUMBER LINUX DISTRIBUTION

CLICK HERE FOR IMPORTANT INFORMATION REGARDING THE

MELTDOWN AND SPECTRE VULNERABILITIES (CVE-2017-5754.

CVE-2017-5753 & CVE-2017-5715)

The Meltdown vulnerability has been fixed in the Linux kernel packages version 4.9.75. This update is
known to break certain systems and setups, and may require manual intervention. We apologize for
any inconvenience this may cause, and would not do this if this vulnerability was not extremely
critical. Ths Spectre vulnerabilities were originally addressed and mitigated against in version 4.9.77 of
the Linux kernel. The Spectre 2 vulnerability (CVE-2017-5715) was futher mitigated against in version
4.9.79 of the Linux kernel. These patches are known to cause a drop in system performance. While this
can reportedly this can be up to a 30% decrease in speed, some systems will experience a greater drop
than others; not all systems will experience this drastic a of drop. Details about these vulnerabilities and
what to do can be found on our security tracker at i
/details.php?id=200 and our security mailing list at

[message/ 36180222/,

EEED

:/fsecurity.cucumberlinux.com/securil
s:/sourceforge.net/p/cucumber-linux/mailman
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- Comes with the XFCE desktop environment, a web browser, a mail client and an office

suite.

— It's running this presentation right now.



| had just completed my freshman year of
college.

| was looking for a project to work on that
Summer.

| had grown unhappy with the direction
most every other Linux distribution was
going in (namely the exodus from Sysvinit
to Systemd).

| had always had an interest in operating
system development.

*S0 | set out to make my own Linux
distribution, without Systemd.




*May, June and July of 2016 were
spent doing research and trying
out different techniques for building

a Linux system from scratch. LI |\‘ l l x

* This was marked by several failed | from Scratch
attempts to build even a basic Gerard Beekmans
system.

« Eventually, | settled on using the
book Linux from Scratch 7.9 as a
guide.




*\Work began on building the base system that would
become Cucumber Linux 1.0.

*Before | could begin work on building the actual system, it
was necessary to build a new toolchain (compiler, binutils
and c library) that could be used to build the system.

—-This involved compiling GCC and binutils 6
separate times to resolve a circular
dependency with glibc.

-24 other packages also had to be built to
support the toolchain.

-This took a long time.




*Once the toolchain was complete, the real fun began: building all of the packages.

* This entailed:

-Downloading the package’s source archive.
—-Creating a Bash script to extract the source archive, build the package from source, and
package it up into a Cucumber Linux compatible .txz (.tar.xz) binary package.
* These scripts were dubbed “buildscripts.”
 Usually building the package from source involved something like running ./configure, make and
make install.

« Unfortunately, every package is structured slightly differently, so a unique buildscript had to be written for
each package.

—Running the buildscript twice: once for i686 and once for x86_64.

* This created the binary packages that could actually be installed.
* This had to be done as root (yikes!).

-Uploading the buildscript, source tarball and binary packages to my rsync server.
* This process was repeated for each package.



* Breakdown of how this works:

-Lines 1 — 24 (not shown): the license.

-Lines 25 — 55: set some variables that will be used later in the build
process.

-Lines 56 — 63: create a temporary directory to build the package in.
-Lines 65 — 66: extract the package source tarball.

-Lines 69 — 76: build the package and install it to a staging directory
(a “fake root”).

-Lines 79 — 90: strip the resulting binaries (to reduce the package
size) and copy over a couple of files:

« doinst.sh: a shell script that runs post installation to perform additional
commands needed to set up the package correctly (optional, not every
package has one).

* slack-desc: a text file containing a brief description of the package.

-Lines 93 — 96: create the package tarball by tarring up the staging /configure
directory.

« Slackware and Linux from Scratch both provide similar scripts ke || oo
for building packages, which served as a starting point for
most of the buildscripts.

tar

* Every buildscript was open sourced under the terms of the
MIT license.

cat

* All of the buildscripts are available at
http://mirror.cucumberlinux.com/cucumber/

makepkg ¥

less-48l.tar.gz less.buildscript slack-desc
The directory listing for the less buildscript directory. The buildscript for the less package.

e Anatomy of a Buildscrl

-cucumber-Tlinux ||

Jdoin
fdoinst.sh Jinstall/doi
J/install/doinst.sh

n /tmps



* At the end of August, the first alpha was
released.

» What it had:
- Ashell
- A functional compiler and toolchain
« What it didn’t have:
- A desktop environment
— Xorg
- Any daemons
- Proper networking support
- Several essential programs
- Systemd )
» Total package count: 69

Cucumber Linux
Version 1.0 Alpha 1 x86_64

Documentation and updates for this software can be found at
http://z5t1.com/cucumber. Please send any bug reports to
Z5T1@Z5T1l.com.

Cucumber Linux began as my Summer project as college student
in May 2016. In three months, it has turned into a solid base to
build upon. Plans are currently in the works to turn Cucumber
Linux into a general purpose desktop and server operating
System.

A huge thanks goes out to Patrick Volkerding of Slackware Linux
and the Linux from Scratch development team. | couldn't have

done it without inspiration from your systems and guidance from
your buildscripts.

Copyright 2016 Scott Court

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS 1S", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.



and now Summer was over,
so | was done right?

- This was a Summer project ONE [mEs “["' S|MP

AL/

*Not exactly. | had put too
much effort into it to stop at
creating a product that

couldn’t actually do anything ‘ fﬁb
useful, so | decided to continue MAKE A'LINUX |]|S'|'|“B“T“]N

working on it until | was
satisfied it was reasonably complete (famous last words).

|t was at this point | decided to keep developing Cucumber Linux into a
general purpose operating system, suited for desktop and server
usage.



Development continued:

-Networking was fixed

-Some daemons were built

-| began cryptographically signing
all the packages with GPG.

In December 2016, the second

alpha was released.

—Total package count: 120

-What it still didn’t have:

A desktop environment
«Xorg

ober 2016 — April 2017

= Retrying failed uwevents, if any... OK
INIT: Entering runlevel: 3
6.2178771 usb 1-1: New USB device found, idUendor=80ee, idProduct=00Z1
6.2183671 usb 1-1: New U3SB device strings: Mfr=1, Product=3, SerialNumber=0
6.2188461 usb 1-1: Product: USB Tablet
6.2192121 usb 1-1: Manufacturer: UirtwalBox
6.2814561 hidraw: raw HID events driver (C) Jiri Kosina
Starting system log daemon...[ 6.304763]1 usbcore: registered new interfa
e driver usbhid
[ 6.3058181 usbhid: USB HID core driver
[ 6.3100841 input: VirtualBox USB Tablet as ~/devices/pciQ@ee:00-0000:00:1f .4/
1sb1-1-1-1-1:1.0-0003 :80EE : 0021 . 0001/ inputinputd
[ 6.3109521 hid-generic OPO3:80EE:00Z1.0001: input,hidrawd: USE HID vl.10 Moy

ce [VirtualBox USB Tablet]l on ush-0000:00:1f .4-1/input®

k.3

# Starting kernel log daemon...
= Starting network

ucumber-1-0-alphaZ login: root
Last login: Wed Feb 14 13:18:20 -0500 2018 on ~rdewsttyl.

In early 2017, more daemons and the Xorg window system were added.

*Shortly thereafter, the XFCE desktop environment was added along with Firefox,
Thunderbird, LibreOffice and some other common graphical applications.



* In May 2017, the beta was released.
« What it had: nsta11Jillinstall Cocunber Linux
- Xorg 7.7
- XFCE desktop environment 4.12

- Most commonly used graphical
and command line applications.

 Total package count: 288

* At the release of the beta there was a feature freeze and the primary focus of
development shifted to debugging in preparation for a stable release.

 This was followed by the first release candidate in June and the second
release candidate in early July.



* Finally, on July 10, 2017
Cucumber Linux 1.0 was released.

» What it had:
-Linux 4.9 LTS
- GNU Userspace Utilities
- System V Init 2.88dsf
- Apache 2.4
- MariaDB 10.1
-PHP 5.6
- X.org 7.7
- XFCE 4.12
- Firefox Web Browser 52
— Thunderbird Email Client 52
— LibreOffice 5.3
 Final package count: 287
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 After Cucumber Linux 1.0 was released, my
primary focus shifted from developing the
distribution to maintaining it (bug and security fixes).

» This was when | began to seriously get into Linux security.

- | subscribed to the National Vulnerability
Database RSS Feed (this is where new CVEs get NATIONAL VULNERABILITY DATABASE

announced).

- | began patching all vulnerabilities (no matter how trivial they may seem) as soon as they were
announced.

« Sometimes packages would release official updates, so | could just download the new source tarball
and rerun the buildscript for that package.

 Not all packages were this nice though; other times | would have to manually backport patches.

- | published and announced my patched packages, and was surprised to find that other distributions
weren't releasing patches very quickly, if at all.

» Usually, I would fix a vulnerability, and then it would be fixed in other distributions a few days to a few
months after the fact.

* One such early example of this was CVE-2017-10971.



- A timeline of CVE-2017-10971 (a privilege #DID YOU EVER HERR THE
escalation/arbitrary code execution yTRAGEDY OF GVE-2017-109719

vulnerability in Xorg-server).
—-Vulnerability disclosed on 7/6/2017.
-Fixed in Cucumber Linux that same day.
-Fixed in Debian 7/9/2017.
-Fixed in SUSE on 7/14/2017.
-Fixed in Arch Linux on 8/14/2017.
-Fixed in Slackware on 8/15/2017.

c ~Red Hat says they will not fix it.

At this point | realized just how bad the security situation is in the Linux world.

-So | decided from there on out to also make security a focus of Cucumber Linux.

-1t was shortly thereafter that “Simplicity, Stability, Security” was adopted as the project’s new
motto.

{

!

ITHOUGHT NOT.IT'S NOT A STORY
THEARCH USERS WOULD TELLYOU. *




* August 2017 — Cucumber Linux was listed on
DistroWatch.com.

3 Distrowatch : g

{? m .com * Home Page, Headlines + Search, Sitemal * About Dis

/ Put the fun back into computing. Use Linux, BSD. = *DW Weekly, Comments « Major Distributions = Page Hit |

— » Packages, Package Management « Submit Distribution * Advertise

{Type Distribution MName Go | Cucumber ¥ Go | » Glossary, FAQ, Mobile Site » Upcoming Releases « CryptoCoi
|DL|ckDuckGo Site Search Go | Random Distribution |

News/Opinions/Reviews ¥ Packages ¥ Find/Submit Distro v

Related

DistroWatch.com: Cucumber Linux

Cucumber Linux e
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05 Type: Linux 3 Gretics
Based on: Independent B
Origin: USA * ofice
Architecture: i586, x86_64 ::::..
Desktop: Xice Bl
Category: Desktop, Server
Status: Active

Popularity: 193 (41 hits per day)

Cucumber Linux aims to provide a Linux distribution that is usable as an every day, general purpose operating system. It aims to this in as minimalistic a way as possible
and in a way that follows the Unix Philosophy. Cucumber Linux favors simplicity and modularity of design over simplicity of use. While developed independently, Cucumber's
design is heavily influenced by Slackware Linux.

Last Update: 201708-26 01:22 UTC

Cucumber

Popularity (hits per day): 12 months: 279 (24), 6 months: 193 (41), 3 months: 223 (34), 4 weeks: 204 (37), 1 week: 226 (34)

Average visitor rating: 6.25/10 from 4 review(s).

|

b o pemap




o September 2017 — The Cucumber Linux security
tracker debuted

Cucumber Linux Security Advisory and Bug Tracker

Type: ALL || Results per Page: (10 || Search: | /|| Filter Results || Clear Filters | | Color Code Kay |
o cEw otnerps  DMe . Bme . lnpe  plecied o cuewmber To™ET ) cucumber |5 peta
. x86_64 : xB86_64
20180200 [2018.0299 |opoumrry worevg | 2aakig | sing | swalina | meag oy,
20180208 | 20190208 | seoumrry i ouins | sl | el | sl | o,
20180200 | 20189200 | secunrry | reomce | S2aliS | ancling | analina | awaling |poy,
CLD-284 | CVE-2018-1000035 fg};?fféos fg}f’?'?;fg SECURITY | unzip Details
CLD-283 | CVE-2018-1000034 fg}:sjf’fdos fgf;;f’sz{"g SECURITY | unzip Details
CLD-282 | CVE-2018-1000033 fg:1585::0022—08 38:1;;;425_09 SECURITY | unzip Details
CLD-281 | CVE-2018-1000032 fg}:z’?;’os 38}58;02509 SECURITY | unzip Details
CLD-280 | CVE-2018-1000031 fg};i?fg'os 38:158:;?422;09 SECURITY | unzip Details
CLD-285 | CVE-2017-5130 22180208 | 2016-02:09 | SECURITY | libxml2 Details
20180200 | 20190208 | secumrry | pysons | S2alES | anolina | amalina | awaling | py,
CLD-273 | CVE-2018-2582 fg};?fs'm i}g}%o%m SECURITY | mariadb Details
CLD-274 | CVE-2018-2622 ?2:1552:0125;07 fg};g?%m SECURITY | mariadb Details
CLD-275 | CVE-2018-2640 fg};g’%m fg}%f’%‘” SECURITY | mariadb Details
CLD-276 | CVE-2018-2665 fg};?szs_m fg}%f’%ﬂ SECURITY | mariadb Details




*October 2017 — development began

on Cucumber Linux 1.1. Cucumber Linux

A general purpose desktop and server Linux distribution.

*November 2017 — Cucumber Linux Braughts youly:
1.1 Beta was released.

Summary Files Reviews

-This added mail server (OpenSMTPD +

Dovecot) and DNS server (Bind) Downloads Download Statistics
capabilities. s All Files (Change File)
—Total package count: 297 Countries

Top: US, at 26%

e February 2018 — Cucumber Linux
reached 2500 all time downloads.

Operating Systems 1ok
Top: Linux, at 54%

e Cucumber Linux 1.1 is currently
slated for a release Iin the next month.



Questions?

Website: cucumberlinux.com
Email: scott@cucumberlinux.com

This presentation can be found online at
https://cucumberlinux.com/~scott/presentations/
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